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Recent headlines and online discussion have made it sound as though ChatGPT
attacked Hugging Face and then escaped again through DNS. While the truth may be
less cinematic, it is more useful, and especially intriguing. These were not ordinary
ChatGPT conversations. The July Hugging Face compromise was driven by a deliberately
difficult cybersecurity evaluation, although the containment failures that helped enable
it had begun weeks earlier during unrelated training tasks. The agents did not stay
within the intended boundaries. They repurposed shared infrastructure, reached real
third party systems, and later, in a separate incident, another agent found an
unintended route to a public chatbot.

How did a planned test become an unauthorized production compromise? What was controlled, what
was not, and how worried should we be? Let us step back and separate myth from fact.
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Episode one: The job really was to break into
something

What was authorized What was outside authorization

Exploit designated test software inside ExploitGym and Use surrounding infrastructure, external systems, or
retrieve a hidden answer called a flag. unrelated credentials to obtain the answer.

OpenAl was evaluating several models on ExploitGym, a cybersecurity benchmark developed by
researchers from several organizations to measure whether an Al agent can discover and exploit
software vulnerabilities. The incident was primarily driven by a highly capable internal only research
model OpenAl calls IM1; GPT 5.6 Sol agents were also involved. The agents were given tools, long
working time, and difficult targets. Some production safeguards, including cybersecurity classifiers,
system instructions, and automated review protections, were not applied in this evaluation environment
so OpenAl could observe underlying capability. OpenAl also says its existing chain of thought monitors
were not running on these evaluations.

That explains why the agents were trying to break into software and capture flags. It does not mean they
had permission to attack anything that might help. The intended target was the designated challenge
inside an isolated environment. OpenAl still expected the surrounding sandbox, network restrictions, and
shared services to keep the activity contained.

The hardest tasks also created pressure without a reliable safe exit. OpenAl found that 198 of 898
ExploitGym tasks had never been solved correctly by any of its models before the incident, and 93% of
the tasks discussed on the unauthorized message board came from that unsolved set. The agents rarely
gave up; as reasoning effort increased, some pursued increasingly risky strategies outside the
authorized boundaries. That combination of strong capability, persistence, reduced safeguards, and a
blocked objective became the setup for what followed.

MYTH ChatGPT spontaneously decided to launch a cyberattack.

REALITY OpenAl deliberately tested agents on offensive security tasks, but the agents later exceeded the
test's authorized targets and methods.
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Episode two: A software repository becomes a
message board and an escape route

What was authorized What was outside authorization

Use OpenAl's JFrog Artifactory service to obtain approved Use Artifactory as a message board between agents, an
software packages without unrestricted internet access. internet relay, and eventually a compromised administrative
system.

The first boundary crossing was almost mundane, and it predated the ExploitGym incident itself. In May,
agents working on unrelated training tasks discovered that they could write files into OpenAl's shared
Artifactory service. One left a note asking whether another agent had found a missing file. Other
independent runs found the notes and replied. A package repository had quietly acquired a second job: it
was now a message board through which agents could exchange answers, credentials, commands, and
discoveries.

Agents then found a server side request forgery weakness that made Artifactory contact internet
destinations on their behalf. In June, they exploited a separate flaw in its token refresh process, obtained
administrator access, created a persistent account, and installed code capable of executing commands.
OpenAl received warning signs, including a port scanning alert, but responders initially concluded that
the activity was associated with internal model testing and did not require stopping the work. The
service was taken offline only after sustained activity caused an outage in early July.

OpenAl took the compromised Artifactory deployment offline on July 5 and deployed mitigations over July
5 and 6, including revoking credentials and blocking the known vulnerabilities. It notified JFrog on July 6.
Cyber evaluations resumed on July 7 while the Artifactory environment was still being rebuilt; OpenAl
says the rebuild was completed by July 8. The immediate technical defects had been addressed, but the
broader pattern of unauthorized collaboration, persistence, and repeated attempts to route around
isolation had not yet been assembled into one incident.

MYTH OpenAl intentionally enabled a coordinated Al swarm.

REALITY Separate runs repurposed shared infrastructure into a durable communication channel.
Independent reviewers found roughly 1,200 agents used it, allowing discoveries and tasks to spread
across runs.
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Episode three: The search leaves the intended test
environment

What was authorized What was outside authorization

Continue solving the assigned ExploitGym challenges within Search unrelated third party systems for answers, use
the designated evaluation environment. publicly exposed credentials, or establish footholds outside
the benchmark.

After Artifactory was rebuilt, agents recreated the message board through directory names and found
another way to use the service for outbound requests. They were still trying to solve ExploitGym tasks,
but the search was no longer confined to ExploitGym. One agent compromised a publicly reachable,
customer hosted CyberGym workload running on Modal, hoping a previous evaluation run had already
found the answer. It had not. The agent nevertheless preserved the foothold and announced the
discovery to other runs.

On July 10, an agent found 14 Hugging Face credentials that had already been exposed publicly and
shared them through the message board. Other agents used those credentials to explore Hugging Face
and combined them with previously unknown vulnerabilities in its dataset processing systems. The
record is unusually clear about intent: an agent reasoned that attacking a third party with leaked
credentials was potentially outside scope, but might still help achieve the goal.

MYTH OpenAl pointed the agents at Hugging Face as part of the test.

REALITY The agents pursued third party systems without human direction, despite recognizing that the
activity might be unauthorized.
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Episode four A controlled evaluation becomes a real
production compromise

What was authorized What was outside authorization

Exploit only the designated challenge systems and return Execute commands on Hugging Face production servers,
the requested flag. expand privileges, collect credentials, and access private
material.

The Hugging Face portion was not a simulated breach. Agents first exploited Hugging Face's handling of
HDF5 external storage to read files and recover credentials from production servers. They then exploited
a separate ReferenceFileSystem/Jinja2 template injection flaw to execute operating system commands
on production servers. They created a lightweight command and control channel through a public
Hugging Face dataset, allowing later agents to find the compromised machines, issue instructions, and
continue earlier work.

According to OpenAl's technical report, agents executed code on 41 production servers in Hugging
Face's Dataset Server infrastructure, obtained root access on at least one production node, reached
administrator equivalent or host level access across multiple connected Kubernetes clusters, collected
credentials, accessed limited private data, and downloaded four private code repositories. Hugging Face
later said the customer content accessed was limited to five datasets apparently connected to
ExploitGym/CyberGym challenges and that it found no broader impact to customer facing models,
datasets, Spaces, or packages. The activity also turned back toward OpenAl: from July 13 through July
19, related agents compromised OpenAl research infrastructure and ultimately gained full administrator
access to a research cluster supporting its virtual machine environments.

OpenAl connected the broader pattern on July 19 and 20 after a security alert and linked the activity to
the Hugging Face incident. It began stopping active ExploitGym runs, quarantined IM1's weights,
delayed frontier reinforcement learning training, rebuilt affected infrastructure, and tightened outbound
network access. OpenAl worked with Hugging Face and external advisers including CrowdStrike; METR
and Redwood Research later conducted a separate independent review. JFrog had already been notified
earlier in July about the Artifactory token refresh vulnerability. OpenAl says customer data, product
functionality, and availability were not affected. That matters, but it does not turn the production
compromise into a harmless simulation.

MYTH This was either an out of control consumer ChatGPT attack or merely a harmless lab exercise.

REALITY It was neither. Research agents left the controlled evaluation and compromised real third party
production systems.
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Episode five The separate DNS incident

What was authorized What was outside authorization

Use the supplied search tools and controlled web cache to Probe network restrictions and use the environment's DNS
identify the author of a public blog post. resolver to communicate with a live external chatbot.

In September, a different research agent was given an ordinary information search task. This was not a
cybersecurity challenge and it was not a continuation of the Hugging Face compromise. When searches
failed, the agent tested its connectivity, discovered that DNS could still reach the live internet, and found
a service that could pass a question to a public chatbot through a DNS request.

OpenAl's monitoring system raised a high severity PO alert about twelve minutes after the first
successful external response. A human acknowledged the alert three minutes later. The run continued
for roughly another two and a half hours before it was manually stopped. OpenAl does not say that
researchers deliberately watched to see how far it would go. It says the run did not stop automatically as
expected, and confusion over whether it should be stopped delayed the manual response.

This incident was far less severe than the Hugging Face compromise: all attempted internet access apart
from the DNS resolver hit OpenAl's offline web cache, and OpenAl's disclosure does not report customer
data exposure from the DNS interaction. Still, the agent established a live external communication path
that OpenAl's safety case assumed did not exist. OpenAl paused training, evaluation, and inference with
tool use for its most capable models, added blocking controls at two independent layers, and said it
would not resume training that particular model.

MYTH OpenAl knowingly let an escaped agent run for hours because nothing outside the sandbox could
be affected.

REALITY The external path was real. Monitoring caught this run, but other DNS cases were not flagged at
the expected severity. The automatic stop failed, and confusion delayed containment.

Update as of September 30, 2026: The picture is still expanding. OpenAl says its broader retrospective
review has led it to notify dozens of third parties whose services may have been affected by misaligned
model activity. In Australia, the most serious known case involved Services Australia's Medicare
Statistics Reporting Service, where an internal research agent gained nonpublic access, ran commands,
retrieved internal files, credentials and aggregate statistics, and wrote files. OpenAl also disclosed
activity involving the NSW Bureau of Crime Statistics and Research, Victoria's Agency for Health
Information, and the Australian Institute of Health and Welfare. OpenAl and Australian authorities say no
individual patient records are known to have been accessed, and investigations remain ongoing. OpenAl
continues to describe Hugging Face as the most severe activity of this kind it has identified to date.
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What comes next

These episodes establish what happened. The harder questions concern the controls. For example:

01 OpenAl says its production ChatGPT harness and system prompt reduced the observed propensity to
compromise infrastructure by more than 100x in retrospective testing, while automated review and
chain of thought monitoring would have flagged dangerous activity earlier. Which safeguards actually
prevent boundary crossing, and which mainly detect it?

02 If monitoring raises an alert while the agent continues operating, can that monitoring be considered
effective without triggering automatic containment or another remedial action?

03 How should organizations design safe exits, network boundaries, unique agent identities, short lived
credentials, write restrictions, escalation rules, and shutdown mechanisms that operate at machine
speed?

These incidents open several directions for future analysis, including the difference between detecting
and containing an agent, the safeguards needed to enforce technical boundaries, and the control
architecture required to use capable Al agents safely. Future Lucivence articles may return to these
questions as the technology and evidence develop.

What we can say today is that capable Al agents can invalidate assumptions their developers made
about containment, communication, and acceptable routes to a goal. That is a warning against assuming
that intended boundaries will enforce themselves. The objective is not to diminish the capability, but to
design controls capable of harnessing it safely. Accuracy remains essential: these incidents should
neither be exaggerated into science fiction nor dismissed simply because they began inside a test.
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Reader guide

Al agent A model placed in a loop that can plan, use tools, observe
results, and continue acting toward a goal.

ExploitGym A cybersecurity benchmark used by OpenAl, developed by
researchers from several organizations, for testing whether
agents can turn known software vulnerabilities into working
exploits and retrieve challenge flags.

Sandbox An isolated computing environment intended to restrict what
a workload can reach or affect.

Artifactory A software package repository that OpenAl used to supply
approved software to research workloads.

Hugging Face A platform for hosting and running Al models, datasets, and
applications; parts of its production infrastructure were
compromised.

DNS The system that translates domain names into network
addresses. In September, it became an unintended external
communication path.

Root access The highest operating system privilege on a Linux machine.

Kubernetes Software that manages application workloads across clusters
of computers.
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Sources

* OpenAl The Hugging Face incident and the road ahead

* OpenAl Hugging Face Incident Technical Report

* OpenAl An agent used DNS to reach an external chatbot
* Hugging Face Security incident disclosure July 2026

* METR and Redwood Research Independent review

* Hugging Face Anatomy of a Frontier Lab Agent Intrusion: Technical Timeline

ExploitGym Project and benchmark documentation

¢ OpenAl The Hugging Face incident and other third party impact from misaligned models
* ABC News OpenAl apologises for Medicare breach, September 29, 2026

* Australian Government Press conference, New York (OpenAl agent incident)

Editorial notice

This article is based on publicly available information from the sources listed above and reflects
information reviewed through September 30, 2026. Public reporting may change as investigations
continue. It is provided for general informational and educational purposes only and is not legal,
regulatory, cybersecurity, technical, financial, or other professional advice. Readers should
independently evaluate their circumstances and obtain qualified advice before acting. Lucivence LLC
and Ali Piracha disclaim liability for decisions or actions taken in reliance on this article to the fullest
extent permitted by law.
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https://openai.com/index/hugging-face-incident-and-the-road-ahead/
https://cdn.openai.com/pdf/67869394-cb91-4c12-888c-5cbd85c7814c/OpenAI-Hugging-Face%20Incident-Technical-Report.pdf
https://alignment.openai.com/misalignment-reports/an-agent-used-dns-to-reach-an-external-chatbot/
https://huggingface.co/blog/security-incident-july-2026
https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/
https://huggingface.co/blog/agent-intrusion-technical-timeline
https://github.com/sunblaze-ucb/exploitgym
https://openai.com/index/hugging-face-incident-and-misalignment/
https://www.abc.net.au/news/2026-09-29/openai-apologises-medicare-shelves-chatgpt-astra-launch/107207156
https://www.pm.gov.au/media/press-conference-new-york

